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Introduction

Safety is becoming more important in electronic appliances. The U.S. and European markets have been
requiring UL/IEC 60730-1/60335-1 certification for safe operation of electronic appliances since 2016.

IEC (International Electrotechnical Commission) is the addition of a software functional safety
evaluation items to IEC 60730-1/60335-1 standards. The two standards are international standards that
define the quality and safety of household and similar electronic appliances. The contents of these two
standards are based on IEC 61508.

For your information, the standard ISO 26262 is an adaptation of the Functional Safety standard IEC
61508 for Automotive Electric/Electronic Systems. The Functional safety items consist of operator
errors, safety management systems against hardware and software failures, etc. For example, a safety
function that does not lead to an accident should be provided even if a malfunction occurs due to a
vehicle software failure. ISO 26262 contains strategies for securing functional safety in the design and
development process as well as the product itself.

The Functional safety items in IEC 61508 apply to household appliances. It includes all household
appliances that use software as a control tool (e.g. air conditioner, washing machine, refrigerator, robot
cleaner, etc.). So, if a microcontroller is installed on household appliances and the function is controlled
by software, those products are subject to functional safety evaluation. For example, if the motor or
heating device overheats, it may lead to fire. When controlling this device with software, this device
complies with functional safety standards.

This document provides guidelines for meeting the UL60730 Class B certification requirements when
using ABOV M8051 MCUs. ABOV provides software safety package for development convenience of
customers. By reading this application note thoroughly, you can learn the structure of ABOV software
safety package and a method of porting to customer code.

Table 1. Applicable devices

Sub-family Part name
A9IBG1xx A96G140, A96G 150, A96G166, A96G174
A9BG14x A96G140CL, A96G140CU, A96G140GD, A96G140GR, A96G140KD, A96G140KN,

A96G140SQ, A96G148CL, A96G148CU, A96G148GD, A96G148GR, A96G148KD,
A96G148KN, A96G148SQ

- A96A148GD

- A96G150SN , A96G150SN2

- A96G166AE, AS6G166FD, AS6G166FR, A96G166GD, A96G166KN, A96G166LU

- A96S166FR

- A96A166FD

- A96G174AE, AS6G174FD, A96G174FR, A96G174FU

Global Top Smart MCU Innovator, ABOV Semiconductor
www.abovsemi.com




Reference document M8051 Application Note

Table 1. Applicable devices (continued)

Sub-family Part name

- A96S174FR, A96S174FU

Reference document

The following documents are available on www.abovsemi.com:

e Datasheet for products in Table 1

e User’s Manual for products in Table 1
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1. Glossary M8051 Application Note

1. Glossary
Table 2 lists the terms, abbreviations, and acronyms used in this document.

Table 2. Glossary of terms, abbreviations, and acronyms

Term Description
SAF Stuck At Fault
(a stuck-at fault model incorporating short circuits between signal lines)
DCF DC Fault
(a fault model representing an open circuit or non-varying signal level)
AF Addressing Fault
CPU Central Processing Unit
PC Program Counter
ALU Arithmetic Logic Unit
Checksum Arithmetic sum algorithm
WDT Watchdog Timer
LSI Low Speed Internal Oscillator
HSI High Speed Internal Oscillator
LSE Low Speed External Oscillator
HSE High Speed External Oscillator
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2. Requirements

2.1 Safety requirements of UL60730

The safety functions should be implemented in compliance with the IEC 60730-1/60335-1 standards.

2.2 ABOV 8-bit M8051 core MCU description

2.2.1 Overview

ABOV’s 8-bit M8051 core MCU processor is designed to serve as the main controller for a variety of
appliances.

222 MCU peripheral resources for UL60730 software safety package
e Basic Interval Timer (BIT)
e Timer 0/1/2

e Watchdog Timer (WDT) — It must be run by a clock source other than the clock source used
for the MCU system clock.

2.2.3 Tested components for MCU
*  CPU registers
e Program Counter
* Interrupt Handling & exception
*  Clocks
e Invariable memory (EEPROM)
e Variable memory (IRAM / XRAM)

e  Stack
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3. Class B requirements

3.1 Self-test function for UL60730 Class B software

Table 3. Components of UL60730 Class B

Classification UL60730 Class B components Fault / Error Function
required for Electronic Control
tests
CPU 1.1 CPU registers Stuck at Register check
1.2 CPU program Counter Stuck at Register check
Interrupt handling | 2.  Interrupt handling and exception | No interrupt or too | Interrupt count
and exception frequent interrupt. | check
Clock 3. Clock Wrong frequency | Interrupt count
check
Memory 4.1 Invariable memory All single bit faults | ROM check
4.2 Variable memory DC fault RAM check
Stack 5. Stack Stack overflow Stack check

10 \BO\
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4. Software safety package for UL60730 Class B

41 UL60730 Class B overview

The specification defined in UL60730 requires controls with functions classified as software Class B.
This means the software must use a test method to detect internal and external faults of the
microcontroller.

ABOV UL60730 Self-test code focuses on the software Class B requirements for ABOV 8-bit M8051
core MCU series and meets most of the UL60730 requirements listed in the standard.
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5. Software control flow M8051 Application Note

5. Software control flow

5.1 Software overall process

Figure 1. Overall software process for UL60730

< Reset >

v

Systemlnit

v

Application start up

Self Test init

UL60730_selfTest _init

\ 4

UL60730_selftest_Fail

v

> mainloop

v Run time self test

UL60730_selfTest _run » UL60730_selftest_Fail
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5.2 Self-test FAIL

521 Self-test UL60730 Class B list

Table 4. Self-test definition list

5. Software control flow

Self-test Value
CPU registers UL_FAIL 0
Program Counter
Stack
Clock

UL_PASS 1

Invariable memory
Variable memory
Interrupt

\BO\
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5. Software control flow M8051 Application Note

5.3 Self-testing process flow

The UL60730 Self-test library consists of several independent function modules, which have to be
executed once or cyclically as required by the application.

Figure 2. Self-test process flow for UL60730

UL60730_
Startup

Port_Initial

u L60730_5@
UL60730_register_run v UL60730_ram_run

Main loop
UL60730_pc_run UL60730_rom_run
UL60730_stack_run

53.1 Power-on Self-test

The test function implemented once is called Power-on Self-test (POST), which should be implemented
during system initialization. The test for registers, Program Counters, stacks, ROM/RAM are all done
through POST.

1 \BO\
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6. Component tests

6.1 CPU Self-test

6.1.1 CPU register test

The core registers that are considered as a part of the core-programming model are shown in Figure 3.

The M8051 core MCU consists of the following sets of registers. Since some register failures may affect
the system safety, SAF error of these registers must be monitored. These registers include registers in
the M8051 (banked registers).

Figure 3. M8051 core registers

Name Functions (and banked registers)
General-purpose register

R1 General-purpose register

R General-purpose register

R General-purpose register RO~R7 X 4
BANK O, 1, 2,3

General-purpose register

Py)

General-purpose register

General-purpose register

Py)

General-purpose register

Stack Pointer (SP)

(%))
T

Y
~ gl [B] |w] [~

o
(@]

Program Counter 16-bit(PC)

DPH

DPL |  Data Pointer 16-bit(DPTR)

Accumulator(A/ ACC)

II

B Register(B)

PSW Program status register

The M8051 core processor has 32 General-purpose registers from RO to R7, consisting of 4 banks (see
Figure 3).

Only R0O-R7, SP, and PC registers are checked.

* RO-R7: General-purpose registers.
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NOTE:

16

SP : Stack Pointers
— The M8051 core processor contains one stack pointers (SP).
PC : Program Counter

— It contains the current program address. On reset, the processor loads the Program
Counter with the value of the reset vector, which is at the address 0x0000.

DPTR : Data Pointer

The Data Pointer (DPTR) is the 8051’s user-accessible 16-bit (2-byte) register.

Itis used by the 8051 to access 16 bits memory using the address indicated by the DPTR.

A : Accumulator(ACC)

The accumulator, register A, is used for all arithmetic and logic operations.
B : Register
— The "B" register is used mainly by two 8051 instructions: MUL AB and DIV AB.

— To quickly and easily multiply or divide A by a certain number, you may store the certain
number in "B" register and make use of the two instructions, MUL AB and DIV AB.

PSW : Program status register.

1. These registers are tested respectively after power on and periodically during program execution.

2. The test must be carried out under the following restrictions.
A. It must be determined every time when it is running and must not affect the normal software function.
B.  Interruption must be forbidden during the test.

\BO\
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6.1.2 Program Counter register test

You can watch each unit by monitoring software program execution sequence and the lifecycle of PC
pointer SAF errors. Once the error is detected, the controller will be reset by software. If there is a PC
SAF error due to the wrong PC jump, the MCU is reset by WDT.

6.1.2.1 MCU internal function description (Program Counter principle)

The Program Counter is an MCU internal register which is used to indicate the present instruction
sequence execution. The Program Counter may store the present instruction or keep track of the
address of the next instruction to be executed. It is automatically incremented by one each time an
instruction is executed, so instructions can be properly fetched from the memory.

For instructions such as Jump and Call, the program sequence will be interrupted and new data content
will be loaded into the Program Counter. The Program Counter is immediately incremented after
fetching the program instruction. This means that the destination address of the Jump instruction is
obtained by the operator of the Jump instruction adding the next instruction address.

6.1.2.2 Watchdog Timer

Watchdog Timer monitors operation of the MCU. When the MCU is out of control due to a malfunction,
the Watchdog Timer generates a reset to exit from the out of control.

ABOV 8-bit M8051 core MCUs typically have a Watchdog Timer with 8-bit up counters. If the Watchdog
Timer is selected as a reset source, the Watchdog Timer generates a reset signal to restart the
processor to recover from abnormal state when the current count value register counts overflows to ‘0’.

Apart from the function of monitoring MCU, the Watchdog Timer features a periodic timer. In this case,
the current count value is reset by the time of period and the match interrupt with WDT Data register
value occurs instead of a reset.
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6.2 Interruption monitoring

Interrupt handling and interrupt execution monitoring must be monitored to prevent no interrupt or
interrupts that occur too frequently. These functions can be implemented by following the procedures
below:

ABOV 8-bit M8051 core MCU interrupt controllers provide the mechanism for hardware resources to
change the program address to a new location independent of the current execution in main code. In
addition, they handle continuation of the interrupted code after completion of the Interrupt Service
Routine (ISR). It checks how many numbers of interrupts occurred within the predefined time interval.

The goal of the interrupt test is to verify that interrupts occur regularly. The test checks the interrupt
controller by using the interrupt source driven by the BIT timer and WT or general timer.

The clock test uses the general timer and BIT timer which are clocked by the internal OSC (LSI). The
general timer is configured to generate an interrupt per 200 ms. General timer interrupts count the
number of BIT timer interrupts that occurred.

If the counted number of the BIT timer interrupt is within the predefined range, then the test is passed.
The specific number of interrupts to pass this test is application dependent and can be modified as
required.

6.2.1 ABOV 8-bit M8051 core MCU clock sources

ABOV 8-bit M8051 core MCUs have an internal high speed oscillator and internal low speed oscillator.
Through the external crystal oscillator clock input, it is possible to use the high speed operation.

Table 5 shows the A96G150 clock sources as an example.

Table 5. A96G150 clock sources

Clock source | Frequency Description

LSI 128 kHz (+20 %) (-40 ~ +85 °C) PO De-bounce clock, BIT, main clock
128 kHz (£30 %) (-40 ~ +105 °C)

HSI 32 MHz (£1.5 %) (0 ~ +50 °C) Internal main clock (32 MHz / 2)

32 MHz (+2.0 %
32 MHz (+2.5 %) (-40 ~ +85 °C)
32 MHz (5.0 %) (-40 ~ +105 °C)

HSE X-TAL (4 MHz ~ 12 MHz) External main clock
NOTE:

(-10 ~+70 °C) (This clock can be used instead of XTAL)

~— ~— ~— ~—

1. Each MCU has a slightly different clock source. Users should refer to the User’s Manual for the clock sources
of the MCU.
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6.2.1.1 External main oscillator

ABOV 8-bit M051 core MCUs have an external crystal oscillator as a main oscillator. This feature is
designed to improve immunity performance to electrical noises.

6.2.1.2 Internal low speed RC oscillator (LSI)

ABOV 8-bit M8051 core MCUs have a simple RC oscillator to the system and supply a clock to other
peripherals.

It is used for POR-Reset, WDT, BIT, and many other peripherals.

6.2.1.3 Internal high speed oscillator (HSI)

ABOQV 8-bit M8051 core MCUs have a built-in internal oscillator which allows them to operate without
any external clock.

6.2.2 ABOV 8-bit M8051 core MCU peripherals

6.2.2.1 Basic Timer (BIT)

ABOV 8-bit M8051 core MCUs have a free running 8-bit Basic Interval Timer (BIT). The BIT generates
the time base for watchdog timer counting and provides a basic interval timer interrupt (BITIFR).
6.2.2.2 General Timer

The General Timer is an 8-bit and 16-bit up-count timer. ABOV 8-bit M8051 core MCUs have a built-in
General Timer with the match interrupt.
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6.3 Clock monitoring

Errors of the system clock frequency must be monitored. It can be monitored by comparing the number
of interrupt occurrences of the normal timer using the system clock and the BIT using the LSI.

6.4 Memory Self-test

6.4.1 Flash invariable memory test

Invariable storage area (ROM) fault will damage source code and constants stored in it, and
consequently this will lead to unpredictable behavior of the control system and system security.

All of the ROM failures and AF errors must be monitored, after the microcontroller is powered on and
during program execution, cycle of checksum detecting the content of the ROM.

There is a time limit for checking the checksum. So, entire ROM space is divided into several blocks,
and only one block is tested at a time. In the example of ABOV UL60730 Self-test code, the arithmetic
sum algorithm is used to detect abnormalities in the internal invariable memory (Flash Program
Memory).

Figure 4. Overall flash memory map of A96G150 for UL60730 Class B

A96G150 (ROM: 64 KB)

OXFFFF

CheckSUM data
OxFFFO

User code

OxAACO

PCAAAA check code for UL60730 class B
OxXAAA7

User code

0x5568

PC5555 check code for UL60730 class B
0x5552

User code

0x08E2

UL60730 class B code

0x0100

User code
0x0000

NOTE:
1.  Flash memory maps in different MCUs may be partially different.
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6.5 RAM variable memory Self-test

If a variable stored in data is corrupted, it can cause an unexpected system malfunction and affect
system security. DCF errors of the RAM must be detected.

6.5.1.1 RAM Self-test after power on

After the system reset, the RAM area will be tested through the March C algorithm. All DCF model errors
are tested, and if there is an error, it will lead to reset the MCU.

6.5.1.2 Periodic RAM testing

Periodic RAM testing must ensure that all RAM memory cells are error detected. Because interrupts
may change the contents of the RAM memory cell during the test, interrupts must be banned.

The example of ABOV UL60730 Self-test code uses the March C algorithm to detect DC fault
abnormalities in the General Purpose Data Memory of the MCU internal variable memory. If the General
Purpose Data Memory is detected to be abnormal, it will lead to reset the MCU.
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6.6 Stack Self-test

A stack test puts a pattern value at the end of an address that the stack can use and verifies that the
pattern value is not corrupted.

Make sure the stack is located in an area of IRAM excluding the bank area.

Figure 5. STACK area of A96G150 for UL60730 Class B

A96G150 (IRAM: 256B)

0x00
BANK

0x20

IRAM

STACK

OxFF
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7. Safety related source code

7.1 CPU registers test code

7.1.1 Power-on Self-test

7.1.1.1 API definition

Table 6. API definition for Power-on Self-test in CPU registers test code

Name UL60730_Register_Check_init
Return UL _PASS
UL_FAIL
Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.1.1.2 Description

This function provides the CPU register test during Power-on Self-test:

e CPU reqisters: tested for the “stuck at” condition.

e The test is performed on the registers RO to R7 that consist 4 banks.
7.1.1.3 Block diagram

Figure 6. Power-on Self-test sequence in CPU registers test code

C Start D)

i FAIL

‘Test RO to R7 register (Bank O to 3) }

l ,

C Test OK D) C Test FAIL D)
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7.1.2 Built-in Self-test

7.1.2.1 API definition

Table 7. API definition for Built-in Self-test in CPU registers test code

Name UL60730_Register_Check_run
Return UL_PASS
UL_FAIL
Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.1.2.2 Description
This function provides the CPU register periodic test after Power-on Self-test.
The test is performed on a single bank (0 to 3) of RO to R7.

1. Write 0x55 to the register.

2. Read the register and check if the value is equal to 0x55.

3.  Write OxAA to the register.

4. Read the register and check if the value is equal to 0xAA.

7.1.2.3 Block diagram

Figure 7. Built-in Self-test sequence in CPU registers test code

(C Start )

\ 4

Disable irq

\ 4

| Test RO to R7 register (Single BANK) I

FAIL

| Enable irq

\ 4 \ 4

(C Test OK ) (C Test FAIL )
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7.2 Program Counter register test code

7.2.1 Power-on Self-test

7.2.1.1 API definition

Table 8. API definition for Power-on Self-test in PC register test code

Name UL60730_PC_Check

Return UL _PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.2.1.2 Description

This function provides the PC register test during Power-on Self-test.

It calls a function that is used to test a PC register to test if the PC register works normally. This function
can be located far away from the current task, in which case it takes longer time or more instructions
are required to call the function.

Read the value of the PC register and check if addresses OXAAAA and 0x5555 have been executed.
The address to execute depends on the ROM capacity.

7.2.1.3 Block diagram

Figure 8. Power-on Self-test sequence in PC register test code

( Start )
A 4
. | FAIL
| Test UL60730 PC_5555 function |
v | FAIL
Test UL60730 PC_AAAA function |

h 4 h 4

C Test OK ) C Test FAIL )
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7.2.2 Built-in Self-test

7.2.2.1 API definition

Table 9. API definition for Built-in Self-test in PC register test code

Name UL60730_PC_Check

Return UL_PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.2.2.2 Description

This function provides the PC register periodic test after Power-on Self-test.
The content of the test is the same as that of the Power-on Self-test.

7.2.2.3 Block diagram

Figure 9. Built-in Self-test sequence in PC register test code

( Start )

\ 4
. FAIL
| Test UL60730 PC_5555 function |

4
- 1 FAIL
Test UL60730 PC_AAAA function I
A 4 A 4
( Test OK D) ( Test FAIL )
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7.3 Interrupt test code

7.3.1 Power-on Self-test
7.3.1.1 API definition

There is no API function for Interrupt test. There is only initialization of Interrupt test in
UL60730_selfTest_init function.

7.3.1.2 Description

To meet the Class B requirements, interrupts must be verified for incorrect frequencies.
The interrupts are tested for no occurrence or too frequent occurrences of the interrupts.
7.3.1.3 Block diagram

Figure 10. Power-on Self-test sequence in interrupt test code

( Start )

v

Initialize TIMERL interrupt for 20 ms period |

v

Initialize TIMERZ interrupt for 200 ms period |

v

( Setup complete )
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7.3.2 Built-in Self-test

7.3.2.1 API definition

Table 10. API definition for Built-in Self-test in interrupt test code

Name UL_InterruptTest_InterruptSlow (Call from interrupt)
Return UL_PASS
UL_FAIL
Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.3.2.2 Description

This function provides the Interrupt periodic test after Power-on Self-test.

The TIMER?2 is configured to generate an interrupt per 200 ms. The TIMER2 interrupts count the
number of TIMER1 or general timer interrupts that occurred. If the counted number in TIMER1 interrupts
is between 7 and 13, then the test is passed. The specific number of interrupts to pass this test depends
on the applications and can be modified as required.

7.3.2.3 Block diagram

Figure 11. Built-in Self-test sequence for TIMER2 in interrupt test code

TIMERZ2 interrupt handler

| Test TIMER1 or general timer counter value FAIL

v

| Initialize counter value

v

C Test OK ) C Test FAIL D)

Figure 12. Built-in Self-test sequence for TIMER1 or General Timer in interrupt test code

TIMER1 or general timer interrupt handler

| Decrease g_un8InterruptCounter |

v

( Handler end )
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7.4 Clock monitoring code

7.4.1 Power-on Self-test
7.4.1.1 API definition

There is no API function for Clock monitoring. There is only initialization of clock monitoring in
UL60730_selfTest_init function.

7.4.1.2 Description
This feature provides setup code for clock monitoring in Power-on Self-test.

To meet Class B requirements, the CPU clock must be checked for “wrong frequency”. Monitoring uses
BIT with LSI.

Since there is no H/W to detect an abnormal clock, the number of occurrences of BIT and TIMERZ2 is
compared. The detection method is the same as the Interrupt anomaly detection.

7.4.1.3 Block diagram

Figure 13. Power-on Self-test sequence in clock monitoring code

( Start )

v

| Initialize BIT interrupt for 8 ms period |

v

Initialize TIMERZ interrupt for 200 ms period |

v

( Setup complete )
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7.4.2 Built-in Self-test

7.4.2.1 API definition

Table 11. API definition for Built-in Self-test in clock monitoring code

Name UL_ClockTest_InterruptSlow (Call from interrupt)
Return UL_PASS
UL_FAIL
Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.4.2.2 Description

This function provides the Clock monitoring periodic test after Power-on Self-test.

To meet Class B requirements, the CPU clock must be checked for “wrong frequency”. Monitoring uses
BIT with LSI.

Since there is no H/W to detect an abnormal clock, the number of occurrences of BIT and TIMER2 is
compared. The detection method is the same as the Interrupt anomaly detection.

7.4.2.3 Block diagram

Figure 14. Built-in Self-test sequence in clock monitoring code

TIMERZ2 interrupt handler

- | FAIL
| Test BIT timer counter value |

v

| Initialize counter value |

v
C Test OK D) C Test FAIL )
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7.5 SRAM Self-testing code

75.1 Power-on Self-test

7.5.1.1 API definition

Table 12. API definition for Power-on Self-test in SRAM (IRAM, XRAM) Self-test code

Name UL60730_IRAM_Check_init
UL60730_XRAM_Check_init

Return UL_PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.5.1.2 Description

This function provides the SRAM test during Power-on Self-test.

To meet Class B requirements, the SRAM test must be checked for “DC fault”. This example uses a
March C algorithm to detect DC fault abnormalities in the General Purpose Data Memory of the MCU
internal Variable Memory.
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7.5.1.3 Block diagram

Figure 15. Power-on Self-test sequence in SRAM (IRAM, XRAM) Self-test code

(C Start )

—>| Backup the original value of the RAM address |

- I FAIL
| RAM each bit test from Oto 1 |
- v | FAIL
| RAM each bit test from 1to O I
h 4
| Restore the original value of the RAM address |
v
| Increase RAM address |
NO
RAM end address?
YES
v v

( Test OK ) ( Test FAIL )
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7.5.2 Built-in Self-test

7.5.2.1 API definition

Table 13. API definition for Built-in Self-test in SRAM (IRAM, XRAM) Self-test code

Name UL60730_IRAM_Check_run
UL60730_XRAM_Check_run

Return UL_PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.5.2.2 Description

This function provides an SRAM periodic test after Power-on Self-test.

To meet the Class B requirements, the SRAM test must be checked for “DC fault”. This example uses
a March C algorithm to detect DC fault abnormalities in the General Purpose Data Memory of the MCU
internal Variable Memory.

7.5.2.3 Block diagram

Figure 16. Built-in Self-test sequence in SRAM (IRAM, XRAM) Self-test code

C Start )

h 4

| Backup the original value of the RAM address |

A 4
| RAM each bit test from Oto 1 I

FAIL

h 4 I FAIL
| RAM each bit test from 1to O I

h 4

| Restore the original value of the RAM addre ss |

h 4 h 4

( Test OK D) ( Test FAIL D)
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7.6 Memory (ROM) check code

7.6.1 Power-on Self-test

7.6.1.1 API definition

Table 14. API definition for Power-on Self-test in Memory (ROM) check code

Name UL60730_ROM_Check_init

Return UL_PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.6.1.2 Description

This function provides a ROM check test during Power-on Self-test.

This example uses an arithmetic sum algorithm to detect abnormalities in the internal Invariable Memory
(Flash Program Memory).

7.6.1.3 Block diagram

Figure 17. Power-on Self-test sequence in Memory (ROM) check code

( Start )

FAIL

| Test ROM checksum for defined ROM region by all I i

v

( Test OK ) C Test FAIL )
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7.7 Stack test code

7.7.1 Power-on Self-test

7.7.1.1 API definition

Table 15. API definition for Power-on Self-test in stack test code

Name UL60730_SP_Check_init

Return UL _PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.7.1.2 Description

This function provides a Stack test during Power-on Self-test.

This test stores the pattern value at the bottom of the space reserved for the stack. It can detect when
the stack pointer goes beyond a certain range. The range is from the stack start address to OxFF, and
the stack start address is used after checking through the UL60730_GetStackBase function.

7.7.1.3 Block diagram

Figure 18. Power-on Self-test sequence in stack test code

( Start )

v

| Initialize the pattern value at the bottom of stack region |

¢ | FAIL

| Check to stack pointer goes beyond a certain range | i

'

C Test OK ) C Test FAIL )
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7.7.2 Built-in Self-test

7.7.2.1 API definition

Table 16. API definition for Built-in Self-test in stack test code

Name UL60730_SP_Check_run

Return UL _PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

7.7.2.2 Description

This function provides a Stack check periodic test after Power-on Self-test.

This test checks the pattern value stored at the bottom of the space reserved for the stack. It can detect
when the stack pointer goes beyond a certain range (0x20~0xFF). If the original pattern value is
corrupted, the Fail routine is called.

7.7.2.3 Block diagram

Figure 19. Built-in Self-test sequence in stack test code

( Start )

v

| Check to stack pointer goes beyond a certain range I

¢ | FAIL

| Check that the pattern value is being maintained. |

i \ 4

C Test OK ) C Test FAIL )

FAIL
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8. ABOV UL60730 Self-test library

8.1.1 Built-in Self-test
8.1.1.1 API definition

8. ABOV UL60730 Self-test library

Table 17. API definition for Built-in Self-test in Memory (ROM) check code

Name UL60730_ROM_Check_run

Return UL _PASS
UL_FAIL

Related files UL60730_testc.c and UL60730_testa.c
UL60730_testc.h and UL60730_testa.h

8.1.1.2 Description

This function provides a ROM check test during Power-on Self-test.

This example uses an arithmetic sum algorithm to detect abnormalities in the internal Invariable Memory

(Flash Program Memory).

8.1.1.3 Block diagram

Figure 20. Built-in Self-test sequence in Memory (ROM) check code

Calculate ROM SUM for defined ROM region by byte unit

ROM End address?

NO

ROM SUM value right?

v

(Test OK (next time continue test))

FAIL

C Test OK )

l

C Test FAIL )
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8.2 Memory map

ABOV provides UL60730 Self-test code with predefined memory map. We recommend that you do not
modify the memory map region listed below:

¢ ROM Checksum data (fixed address)
e PC5555 check code for UL60730 Class B (fixed address)
e PCAAAA check code for UL60730 Class B (fixed address)

¢ UL60730 Class B code

NOTE:
1. Each MCU has slightly different flash memory map.
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8.3 Linker option

According to ABOV’s predefined memory map and user memory map, users can change the linker
options for customer’s own memory map as shown in Figure 21.

Figure 21. Example for BL51 Misc option

KA Options for Target 'Target 1' it

Device | Target| Output| Listing | User | CB1 | 481 | BLS1 Locate BLS1 Misc | Debug| Utilities |

o
[::;EZSWWW — PRINT(".\1ist\A96G150_UL60730.m51")
: RAMSIZE (256)
@? use linker control file: .WﬁBGG‘I&ﬂ_U(L%T-"BD.Iin CODE(
. 0x0000-OXFF
Create... Browsze... Edit.... >
I gl J_> 0XA9@-0XFFFF,
ot @ @ ?PR?*?UL60730_TESTC(0x8100),
venay ?PR?*?UL60730_TESTA(0x03C0),

?PR?*?UL60730_USER(0x0600),
?C0?UL60730_TESTC(0x800),
?C0?UL60730_USER(OXFFFO)

)
Misc
controls XDATA (0x0000-0x08FF )
Linker [T * #fout¥A96G150_ULE0730" ~
control  PRINT(" #fist ¥ AS6G 150_UIL60730.m51") RAMSIZE(256)
string w

| Cancel | | Defaults

Proceed from step @ to step ® in order, and if the lin file needs to be corrected, go to step @. In

case of an overlap error, refer to @ in Figure 22 for correction. Please refer to the Build Output
window and the Project name.m51 file.

Ex) Refer to @ and change 0x380 to 0x390.

Figure 22. Occurrence of overlap of forcedly assignhed addresses

CODE @364H @a16H UNIT ?PR?_UCINTERRUPT_CHECK?UL6@®738_TESTC
CODE @B37AH @a1eH UNIT ?PR?_UCCLOCK_CHECK?ULE®738_TESTC
* OVERLAP * CODE a3seH aaacH UNIT ?PR?ULG@738_PC_CHECK?ULGA738_TESTA
CODE a398H @aBsH UNIT ?PR?_ULGBA738_REGISTER_CHECK _BANK?ULGB738_TESTA
CODE a8443H @a30DH UNIT ?PR?_ULBA738_TRAM_CHECK?ULGB73@_TESTA
CODE B4D5H B@aCEH UNIT ?PR? ULBB738 XRAM CHECK?ULEBY38 TESTA

Build Qutput

SEGMENT: ?PR?YBIT_CLEARCOUNTVALUE?ASEGLlS50_ BIT

*%% WARNING L5: CODE SPACE MEMORY OVERLAP
FROM: 03B0H
@ To: 038FH
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8. ABOV UL60730 Self-test library M8051 Application Note

8.4

How to calculate checksum

ABOV provides the checksum calculation program for customer convenience as shown in Figure 23.

Figure 23. ABOV’s FileConverter program

B | M e Set As shown in the first picture on the
|.|¢>::::::$ Start addr. | 00000000 I ft 3 O F||e (Enter "End add r"
End addi. | 0000FFFF ettin Lpen !
B Checkeun [000BDH77 0T according to the ROM size.)
u...., cre [ Dbos e Compile again after applying the
CRCHFAST) | FrFE calculated checksum value in
— UL_FULL_CHECKSUM of the
el o UL_60730_user.c file.
oK Camen|
NOTE:

1. Whenever the source code is modified or re-compiled, this CheckSUM value should be updated.

2. The user must use the Chip Erase before programming the IC. If the user selects the Sector Erase in
compiler (ex: KEIL, IAR) setting, the calculated value in MCU may differ from the value of the CheckSUM
calculation program.

3. When using the CheckSUM information in code, do not directly use the UL_FULL_CHECKSUM, but
read the physical address or the u16CheckSUM[0].

P OUoOONOOUVUDWNR

®

40

Figure 24. Checksum definition in UL60730_user.c

#define UL_FULL_CHECKSUM (0xD477) /* Code Checksum Input */
/* Handling required options */

/*
1. Open the Options
2. Select BL51 Misc
3. Check "use linker control file"
4. Open the supplied Lin file
*/

const unsigned short code ul6CheckSUM[2] = {UL_CHECKSUM, (OxFFFF - UL_CHECKSUM)};
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8.5 Modify definition value at source code and header file

8.5.1 UL60730_user.h

Users can change the settings for MCU selection, stack pattern value, clock test, and interrupt test.

1 //#define UL_DEBUG_MODE /* Even if checksum information is not correct, reset is not performed */

2 /* It is not reset even if an error occurs in clock and interrupt monitoring */
3 //#define UL_A96G140

4 #tdefine UL_A96G150

5 //#define UL_A96G166

6 //#define UL_A96G174

7

8 #tdefine UL_TEST_BANK_COUNT (4) /* Input the number of banks to use (1~4) */

9 /* 1 : Only BANKO is used */

10 /* 2 : Use banks @ ~ 1 */

11 /* 3 : Use banks @ ~ 2 */

12 /* 4 : Use banks @ ~ 3 */

13 #define UL_SP_CHECK_VAL OXA5

14  #define UL_CLOCK_TEST_TOLERANCE (30) /* Tolerance(%) */

15 #define UL_CLOCK_TEST_COUNTER_STANDARD ((200)/(8)) /* Interrupt interval, (Slow(ms))/(Fast(ms)) */
16 #define UL_INTERRUPT_TEST_TOLERANCE (30) /* Tolerance(%) */

17 #define UL_INTERRUPT_TEST_COUNTER_STANDARD ((200)/(20)) /* Interrupt interval, (Slow(ms))/(Fast(ms)) */

8.5.2 UL60730_user.c and UL60730_user.h

There are examples using the UL60730 code provided by ABOV, so the user can modify and use it
needed.
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0. Caution

9.1 In case of acquiring the standard only for Class B area

To prevent the checksum changes of the UL Test code, the addresses where the BIT, Timer1, and
Timer2 related source codes are placed must be fixed or directly coded without using function calls.
Codes other than UL test codes and safety-related codes must not be assigned to the Class B area.
The position of variables used in UL test code must be fixed too.

9.2 Etc.

This document was written based on the A96G150. The other MCUs are used only for your references.
(The size of XRAM and ROM and the address for PC test are different.)
If you want to use STOP mode, set BIT to the initial value before executing STOP mode.
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Revision history

Revision history

Revision Date Notes
1.00 Apr. 11, 2023 Initial release
1.01 Dec. 2, 2024 Updated the disclaimer.
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