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Introduction  

Typically, products are developed with substantial investments of time and resources. If these products 

are analyzed and copied in a short period through fraudulent means, it can result in significant damage 

to the development company. 

Recently, the security of code and data in microcontrollers has become increasingly important, and 

accordingly, more customers are demanding copy prevention for mass-produced products. 

ABOV provides a solution to this problem to prevent code copying: Code Read Protection and Unique 

Identification (UID). Code Read Protection is a default function provided in the microcontroller, and the 

UID allows the Code Copy Prevention function to operate selectively. 

The UID is a unique 128-bit value assigned to each A96G1, A96A1, and A96S1 series device, which 

has a different UID value. Previously, a dedicated UID, known as a Silicon Serial Number, was used in 

devices to implement device-specific functions. 

The ABOV’s UID can be used to implement the Code Copy Prevention function by using both encryption 

library files of the A96G1, A96A1, A96S1 series and E-PGM+ encryption software tools that are provided 

by ABOV. Users can utilize the A96G1, A96A1, A96S1 series with built-in UID to reduce overall 

manufacturing cost. 

This document describes how to develop the Code Copy Prevention function and how to port using an 

ABOV’s A96G1 series with built in UID. In this document, the structure of ABOV Code Copy Prevention 

and a method of porting to customer code are also described. 

This document applies to products with part numbers listed in Table 1. 

Table 1. Applicable Devices 

Base Product Part Number 

A96G174 A96G174FR, A96G174FD, A96G174FU, A96G174AE 

A96S174 A96S174FR, A96S174FU 

A96G166 A96G166KN, A96G166GD, A96G166LU, A96G166FD, A96G166FR, A96G166AE 

A96S166 A96S166FR 

A96G14x 
A96G140CL, A96G140CU, A96G140SQ, A96G140KN, A96G140KD, A96G140GD, 
A96G140GR, A96G148CL, A96G148CU, A96G148SQ, A96G148KN, A96G148KD, 
A96G148GD, A96G148GR 

A96A148 A96A148GD 

A96T430 
A96T430CL, A96T430CL2, A96T430SN, A96T430KL, A96T430GR, A96T430GR2 
A96T430GD, A96T430LU 

A96T448 
A96T448GR, A96T448GR2, A96T448GD, A96T448GD2, A96T448LU, A96T448FD 
A96T448AU 

  

https://www.abovsemi.com/
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Reference Document 

The following documents are available on www.abovsemi.com. 

 Datasheet for ABOV 8-bit microcontrollers 

 User’s Manual for ABOV 8-bit microcontrollers 
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1. How to Use UID to Prevent Code Copy 

This chapter describes basic information about encryption and decryption in terms of UID. 

1.1 Basic Concepts of Encryption, Decryption, and UID 

 During the encryption process, the encryptionKey is obtained by using UID and userKey. 

 During the decryption process, the UID is obtained by using encryptionKey and userKey. 

 

Figure 1. Encryption and Decryption With UID 

UID 128-bit, 

userKey 128-bit(1)

*aENC function

(ABOV encryption algorithm)

encryptionKey 128-bit

encryptionKey 128-bit, 

userKey 128-bit
(1)

*aDEC function

(ABOV decryption algorithm)

UID 128-bit

[ Encryption ] [ Decryption ]

 

 

NOTE: 

1. This userKey value must be the same. 

 

ABOV provides library functions that determine the validity of the UID. (ABOV does not provide source 

code of encryption and decryption). Users determine the validity of the UID to implement the Code Copy 

Prevention function. 
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1.2 Code Copy Prevention Using UID 

If the product is mass-produced, each encryptionKey corresponding to each UID is stored in a specific 

area using an E-PGM+ encryption software tool. 

On the customer side, decrypted UID and UID of the current device are compared using the library 

provided by ABOV to determine whether they are the same. The Code Copy Prevention function is 

enabled when they are not the same. 

The program then falls into a dead loop, or a user-defined loop as shown in Figure 2. 

Figure 2. Flow Chart of User Firmware 

Start

Init MCU

Check_ValidKey()
(1)

Check_ValidSubKey()
(1)

Go to User normal operation dead loop or user defined loop

FAIL

FAIL

[ User Firmware ]

 

NOTE: 

1. These library functions are provided by ABOV. 
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2. Basic Information for the A96G1 Series 

2.1 Library File and Header File 

ABOV provides libraries and header files for the convenience of developers. Table 2 shows the library 

and header files for each A96G1 series device. 

Table 2. Library File and Header File 

Part Number Library File Header File 

A96G174 
a96g174_encrypt_lib.LIB 

a96g1_encrypt.h 

A96S174 

A96G166 
a96g166_encrypt_lib.LIB 

A96S166 

A96G148 
a96g148_encrypt_lib.LIB 

A96A148 

A96G140 a96g140_encrypt_lib.LIB 
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2.2 Library Function Description 

Library functions for the A96G1 series are described in Table 3 and Table 4. 

Table 3. Check_ValidKey Function Description 

Items Description 

Function prototype unsigned char Check_ValidKey (void) 

Function input Void 

Function output  0x7A: UID of the device is valid. 

 Other value: UID of the device is not valid. 

 0x85: TrueKey - Additional UID check variable (UID of IC is valid.) 

Calling restrictions  Users must call this function not in an interrupt service routine but in a general 
routine. A global interrupt is disabled for short time when this function is running. 

Table 4. Check_ValidSubKey Function Description 

Items Description 

Function prototype unsigned char Check_ValidSubKey (void) 

Function input Void 

Function output  0x04: SubKey of the device is valid. 

 Other values: SubKey of the device is not valid. 

Calling restrictions  Users must call this function not in an interrupt service routine but in a general 
routine. A global interrupt is disabled for short time when this function is running. 
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2.3 Encryption Region for Each A96G1 Series 

E-PGM+ encryption software tool can create encryptionKey values by using UID while writing user 

firmware to each device. The encryptionKey value is different for each device and saved at the fixed 

address in flash region. User code must not be placed in encryption region for the A96G1 series. 

Each encryption region for the A96G1 series device is defined in Table 5. 

Table 5. Encryption Region Definition for the A96G1 Series Devices 

Part Number Flash Size Start Address End Address 

A96G174 8 KB 0x1FE0 0x1FFF 

A96S174 8 KB 0x1FE0 0x1FFF 

A96G166 16 KB 0x3FE0 0x3FFF 

A96S166 16 KB 0x3FE0 0x3FFF 

A96G148 32 KB 0x7FC0 0x7FFF 

A96A148 32 KB 0x7FC0 0x7FFF 

A96G140 64 KB 0xFF00 0xFFFF 
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3. User Firmware Code Porting 

This chapter provides a porting guide for user firmware code. Users can easily port the firmware code 

by following the steps below: 

Step 1 

Copy and paste the encryption library file of the A96G1 series and the header file to user source code 

folder as shown in Figure 3. 

Figure 3. Example User Firmware Folder 

 

 

 

  



3. User Firmware Code Porting  M8051 Application Note 

 

12 

Step 2 

Add the encryption library file of the A96G1 series to Keil project file. Then, set the user code memory 

size. 

Figure 4. Library File Addition to Keil Project File 

 

 

Figure 5. Keil Project Settings for A96G148 and A96A148 
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Step 3 

Set each value of userKey0, userKey1, userKey2, and userKey3 which are located in the corresponding 

C source file, respectively. Remember that each of the userKey0, userKey1, userKey2, and userKey3 

should not be placed together in the same C source file. 

Users can define the userKey values as desired. However, it is recommended not to use values such 

as all 0x00 or all 0xFF. In addition, each of the userKey values must be the same as the User Key 0, 

User Key 1, User Key 2, and User Key 3 of E-PGM+ encryption tool, respectively. 

After setting up the userKeys, include a header file of the A96G1 series. 

Then, define a TrueKey variable if users want to use it. 

NOTE: 

1. Users must be careful not to leak these userKey values to other users or outside! 

 

Figure 6. Source Code: main.c 

 

 

Figure 7. Source Code: a96g14x_gpio.c 

 

 

Figure 8. Source Code: a96g14x_clock.c 
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Step 4 

Users can check encryptionKey values, TrueKey variables, and SubKey values by calling a library 

function. 

Choose one of the two methods below to check the encryptionKey: 

 Method 1: Users can check the encryptionKey value, TrueKey variable, and SubKey value at 

once. 

 Method 2: Users can check the encryptionKey value, TrueKey variable, and SubKey value 

periodically. 

 

An example source code checking the encryptionKey value, TrueKey variable, and SubKey value is 

shown in Figure 9. 

Figure 9. Example Source Code for Checking an EncryptionKey Value 

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

If Check_ValidKey() != 0x7A        // Is Encrypt key right? 
    while(1); 
 
if (TrueKey != 0x85)               // Is TrueKey right? 
    while(1); 
 
TrueKey = 0;                       // init TrueKey 
 
If (Check_ValidSubKey() != 0x04) 
    while(1); 
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4. How to Use E-PGM+ Encryption Tool 

This chapter describes how to use the E-PGM+ encryption tool. 

4.1 Options for E-PGM+ Encryption Tool 

Users must set the options and user key values (User Key 0, User Key 1, User Key 2, and User Key 3) 

in the Device Options window of the E-PGM+ encryption tool. 

Figure 10. Device Options of E-PGM+ Encryption Tool 

 

 

① 

1. Users must check this item 

not to leak hex files.

2. Each value in this area must 

be the same as userKey0, 

userKey1, userKey2, and 

userKey3 of user firmware code, 

respectively. 
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An example of user-defined keys in the user source code are as follows: 

 unsigned char code userKey0[4] = {0x2b, 0x7e, 0x15, 0x16}. 

 unsigned char code userKey1[4] = {0x28, 0xae, 0xd2, 0xa6}. 

 unsigned char code userKey2[4] = {0xab, 0xf7, 0x15, 0x88}. 

 unsigned char code userKey3[4] = {0x09, 0xcf, 0x4f, 0x3c}. 

 

An example of user-defined keys in the E-PGM+ encryption tool are as follows: 

 User Key 0: 2B7E1516 

 User Key 1: 28AED2A6 

 User Key 2: ABF71588 

 User Key 3: 09CF4F3C 

 

NOTE:  

1. Users must be careful not to leak these User Key values to other users or outside! 

 

Figure 11. Tool Options of E-PGM+ Encryption Tool 

 

③ 

Users can set the Limit Number of Write in 

Tool Options window of the E-PGM+ 

encryption tool.

3. Click on this button to set the Limit 

Number of Write.
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Figure 12. Write-Counter of E-PGM+ Encryption Tool 

 

④

② 

4. Check the box next to the Limit Number of 

Write. Then, set the Write-counter number to 

the value that you want.

1. It is recommended to set the Limit Number  

    of Write not to leak hex files.

NOTE:
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4.2 IC Read Information of E-PGM+ Encryption Tool 

The E-PGM+ displays the IC Read information when users press the Read button on the E-PGM+. 

4.2.1 EPGM+ Display when Code Read Protection is Not Enabled. 

Figure 13. E-PGM+ Display when Code Read Protection is Not Enabled 

CS: Checksum value of all flash region

CS w/o UID: Checksum value of all flash region except 
encryption region. It can be the same as the original 

Checksum of a hex file (CS).

 

 

4.2.2 EPGM+ Display when Code Read Protection is Enabled. 

Figure 14. E-PGM+ Display when Code Read Protection is Enabled 
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Revision History 

Revision Date Notes 

1.00 Jan. 11, 2023 Initial release 

1.01 Dec. 2, 2024 Updated the disclaimer. 

1.02 May 26, 2025 Added A96T430. 

1.03 Nov. 28, 2025 Added A96T448. 
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