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Introduction

Typically, products are developed with substantial investments of time and resources. If these products
are analyzed and copied in a short period through fraudulent means, it can result in significant damage
to the development company.

Recently, the security of code and data in microcontrollers has become increasingly important, and
accordingly, more customers are demanding copy prevention for mass-produced products.

ABOV provides a solution to this problem to prevent code copying: Code Read Protection and Unique
Identification (UID). Code Read Protection is a default function provided in the microcontroller, and the
UID allows the Code Copy Prevention function to operate selectively.

The UID is a unique 128-bit value assigned to each A96G1, A96A1, and A96S1 series device, which
has a different UID value. Previously, a dedicated UID, known as a Silicon Serial Number, was used in
devices to implement device-specific functions.

The ABOV’s UID can be used to implement the Code Copy Prevention function by using both encryption
library files of the A96G1, A96A1, A96S1 series and E-PGM+ encryption software tools that are provided
by ABOV. Users can utilize the A96G1, A96A1, A96S1 series with built-in UID to reduce overall
manufacturing cost.

This document describes how to develop the Code Copy Prevention function and how to port using an
ABOV’s A96G1 series with built in UID. In this document, the structure of ABOV Code Copy Prevention
and a method of porting to customer code are also described.

This document applies to products with part numbers listed in Table 1.

Table 1. Applicable Devices

Base Product Part Number

A96G174 A96G174FR, A96G174FD, A96G174FU, A96G174AE

A96S174 A96S174FR, A96S174FU

A96G166 A96G166KN, A96G166GD, A96G166LU, A96G166FD, A96G166FR, A9A6G166AE

A96S166 A96S166FR
A96G140CL, A96G140CU, A96G140SQ, A96G140KN, A96G140KD, A96G140GD,

A96G14x A96G140GR, A96G148CL, A96G148CU, A96G148SQ, A96G148KN, A96G148KD,
A96G148GD, A96G148GR

A96A148 A96A148GD

A9BTA30 A96T430CL, A96T430CL2, A96T430SN, A96T430KL, A96T430GR, A96T430GR2
A96T430GD, A96T430LU

A9BTA48 A96T448GR, A96T448GR2, A96T448GD, A96T448GD2, A96T448LU, A96T448FD
A96T448AU
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The following documents are available on www.abovsemi.com.

. Datasheet for ABOV 8-bit microcontrollers

e User’s Manual for ABOV 8-bit microcontrollers
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1. How to Use UID to Prevent Code Copy

This chapter describes basic information about encryption and decryption in terms of UID.

1.1  Basic Concepts of Encryption, Decryption, and UID

* During the encryption process, the encryptionKey is obtained by using UID and userKey.

*  During the decryption process, the UID is obtained by using encryptionKey and userKey.

Figure 1. Encryption and Decryption With UID

[ Encryption ] [ Decryption ]
UID 128-bit, encryptionKey 128-bit,
userKey 128-bit!" userKey 128-bit™"
A A
*aENC function *aDEC function
(ABOV encryption algorithm) (ABOV decryption algorithm)
N N
encryptionKey 128-bit UID 128-bit
NOTE:
1. This userKey value must be the same.

ABOV provides library functions that determine the validity of the UID. (ABOV does not provide source
code of encryption and decryption). Users determine the validity of the UID to implement the Code Copy
Prevention function.
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1.2 Code Copy Prevention Using UID

If the product is mass-produced, each encryptionKey corresponding to each UID is stored in a specific
area using an E-PGM+ encryption software tool.

On the customer side, decrypted UID and UID of the current device are compared using the library
provided by ABOV to determine whether they are the same. The Code Copy Prevention function is
enabled when they are not the same.

The program then falls into a dead loop, or a user-defined loop as shown in Figure 2.

Figure 2. Flow Chart of User Firmware

[ User Firmware |

C Start )

InitaCU
| |

v 1 | FAIL
‘ Check_Validkey()™ |

h 4
Check_ValidS ubKey ()™ | FAIL
h 4 v
< Go to User normal operation ) ( dead loop oruserdefined loop )

NOTE:
1.  These library functions are provided by ABOV.
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2. Basic Information for the A96G1 Series

2.1 Library File and Header File

ABOV provides libraries and header files for the convenience of developers. Table 2 shows the library
and header files for each A96G1 series device.

Table 2. Library File and Header File

Part Number Library File Header File
A9BG174
a969174_encrypt_lib.LIB
A96S174
A96G166
a969166_encrypt_lib.LIB
A96S166 a96g1_encrypt.h
A96G148
a96g148_encrypt_lib.LIB
A9B6A148
A96G140 a96g140_encrypt_lib.LIB
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2.2 Library Function Description

Library functions for the A96G1 series are described in Table 3 and Table 4.

Table 3. Check_ValidKey Function Description

Items Description

Function prototype unsigned char Check_ValidKey (void)

Function input Void

Function output ¢ 0x7A: UID of the device is valid.
* Other value: UID of the device is not valid.
* 0x85: TrueKey - Additional UID check variable (UID of IC is valid.)

Calling restrictions Users must call this function not in an interrupt service routine but in a general
routine. A global interrupt is disabled for short time when this function is running.

Table 4. Check_ValidSubKey Function Description

Items Description

Function prototype unsigned char Check_ValidSubKey (void)

Function input Void

Function output * 0x04: SubKey of the device is valid.

» Other values: SubKey of the device is not valid.

Calling restrictions Users must call this function not in an interrupt service routine but in a general
routine. A global interrupt is disabled for short time when this function is running.
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2.3 Encryption Region for Each A96G1 Series

E-PGM+ encryption software tool can create encryptionKey values by using UID while writing user
firmware to each device. The encryptionKey value is different for each device and saved at the fixed
address in flash region. User code must not be placed in encryption region for the A96G1 series.

Each encryption region for the A96G1 series device is defined in Table 5.

Table 5. Encryption Region Definition for the A96G1 Series Devices

Part Number Flash Size Start Address End Address
A96G174 8 KB 0x1FEO Ox1FFF
A96S174 8 KB 0x1FEO Ox1FFF
A96G166 16 KB 0x3FEO Ox3FFF
A96S166 16 KB 0x3FEO Ox3FFF
A96G148 32 KB 0x7FCO Ox7FFF
A96A148 32 KB 0x7FCO Ox7FFF
A96G140 64 KB 0xFF00 OxFFFF
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3. User Firmware Code Porting

This chapter provides a porting guide for user firmware code. Users can easily port the firmware code
by following the steps below:

Step 1

Copy and paste the encryption library file of the A96G1 series and the header file to user source code
folder as shown in Figure 3.

Figure 3. Example User Firmware Folder

- v 4 « Example_Code_A96G14x » Example » A96G148 CodeCopyPrevention » src v
§ cre=c A oz ) Tue un 2%
5 =A 39691 _encrypt.h 2020-06-17 2% 4:32  C Header File
g YR
= M [l AGEG14xh 2020-03-10 2= 3:29  C Header File
M1 [} 296g14x_clocke 2020-06-18 2% 1:56  C Source File
out [l 396914x_clockh 2020-03-10 2= 3:29  C Header File
out sk 2960143_gpio.c 2020-06-18 2% 1:56  C Source File
336g14x_gpio.h 2020-03-10 2% 3:29  C Header File
ulD_CodeCopyPrevention |d gi=xgp o
[ 1 a96q140 encrypt lib.LIB 2020-06-18 2% 12:.03 LB I+
@ OneDrive | || 2969148_encrypt_lib.LIB I 2020-06-18 2= 1203 LB T2
delay.c 2020-03-10 2% 3:29  C Source File
I L} pC s CE13y N N -
i el delayh 2020-03-10 2= 3:20  C Header File
B 3D 7R H main.c 2020-06-18 2= 1:56  C Source File
¥ oeEs i typedeth 2020-03-10 2% 3:29  C Header File
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Step 2

M8051 Application Note

Add the encryption library file of the A96G1 series to Keil project file. Then, set the user code memory

size.
Figure 4. Library File Addition to Keil Project File
KA D:#01_AboviCHD T2 ICHADEGT40WSrcExample_Code ADEG14xwExample Code ADEC
File Edit WView Project Flash Debug Peripherals Tools SVCS  Window Help
I IR Y | | | |
@ ‘@‘ |?§|Target1 v;;\|£
Project U = | ] mainc | ] agegldx_gpio.c ]
=4 Project: AS6G14x_LED_Blinky 26 unsigned char i =
g Target 1 87 Disable g
B USER ;:\ Options for Group "USER'...
J main.c
B a%6g14x_gpio.c Add New Item to Group "USER'...
J a%qg14x_clock.c Add Existing Files to Group "USER'...
al delay.c Remove Group "USER' and its Files
L1 2969148 encrypt lib.LIE |
o 5 STARTUP ] COpen Build Log
j startup.a51 Rebuild all target files
Build Target F7
ﬁ Manage Project ltems...
¥ | Show Include File Dependencies
Figure 5. Keil Project Settings for A96G148 and A96A148
KA options for Target Target 1' bt
Device Target | Output| Listing | User | C51 | 481 | BLST Locate | BLS! Misc | Debua | Utilities |
Mentor Graphics Co. MBOS1EW
tal (MHz): ,r [ Use On-chip ROM (Qx0-0<FFFF}
Memory Model: |Large: varables in XDATA j
Code Rom Size: |Large: 64K program ﬂ [ Use On-chip XRAM (0x0-0<FFFF)
Operating system: |N0ne ﬂ
™ Use multiple DPTR registers
Cffchip Code memory COff-chip Xdata memory
Start: Size:
Eprom |(<0000 O« 7FCO Ram |0x0000 0x0300
Eprom Ram
Eprom Ram
[ Code Banking Start: End: -
Banks: |2 Bank Area: [(x0000  |OxFFFF o
| 0K | | Cancel | | Defaults
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Step 3

Set each value of userKey0, userKey1, userKey2, and userKey3 which are located in the corresponding
C source file, respectively. Remember that each of the userKey0, userKey1, userKey2, and userKey3
should not be placed together in the same C source file.

Users can define the userKey values as desired. However, it is recommended not to use values such
as all 0x00 or all OxFF. In addition, each of the userKey values must be the same as the User Key 0,
User Key 1, User Key 2, and User Key 3 of E-PGM+ encryption tool, respectively.

After setting up the userKeys, include a header file of the A96G1 series.

Then, define a TrueKey variable if users want to use it.

NOTE:
1. Users must be careful not to leak these userKey values to other users or outside!

Figure 6. Source Code: main.c

_] main.c j a%6g14x_gpio.c J a96g14x_clock.c

"a9%6gldx gpio.h"

el = "a%6gldx clock.h"

[

63 #include "a%6gl_encrypt.h”

64

65 /Y User defined key is same as E-PGM+'s userEey0~3

66] unsigned char code userEey0[4] = {0x2k, 0xTe, 0xl1l5, Oxlec};
67] unsigned char code userKeyl[4] = {0x28, Oxaes, 0xd2Z, Oxac}:
68

69 extern unsigned char TruceKey;

70

Figure 7. Source Code: a96g14x_gpio.c

j main.c J a%6g14x_gpio.c J a%6g14x_clock.c

21 #includs "a%égl4x gpio.h"

36

37 I'.:msigned char code userKewy2[4] = {Oxak, 0xf7, 0OxlS, Z'xii};l
38

Figure 8. Source Code: a96g14x_clock.c

] mainc | ] a%gldx_gpio.c | ] a%gi4x_clock.c

31 L

B3 [ AR AR AR A R R AR AR R R AR R AR R R AR AR R R R R AR AR A R R R R AR
33T Included File

G Lo s mw o a am R R R R R R R R R R R R R R R R R R R R R R
21 7 "afegldx clock.h"

36 +# "delay.h"

37

38 I'.:msigned char code userKey3[4] = {0x0%, Oxcf, 0x4f, le.i-:}:l
38
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Step 4

Users can check encryptionKey values, TrueKey variables, and SubKey values by calling a library
function.

Choose one of the two methods below to check the encryptionKey:

* Method 1: Users can check the encryptionKey value, TrueKey variable, and SubKey value at
once.

* Method 2: Users can check the encryptionKey value, TrueKey variable, and SubKey value
periodically.

An example source code checking the encryptionKey value, TrueKey variable, and SubKey value is
shown in Figure 9.

Figure 9. Example Source Code for Checking an EncryptionKey Value

If Check_ValidKey() != Ox7A // Is Encrypt key right?
while(1);

if (TrueKey != ©x85) // Is TrueKey right?
while(1);

TrueKey = 0; // init TrueKey

If (Check_ValidSubKey() != oxe04)
0 while(1);

P OVWoKONOUTEA WN R
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4. How to Use E-PGM+ Encryption Tool

This chapter describes how to use the E-PGM+ encryption tool.

41 Options for E-PGM+ Encryption Tool

Users must set the options and user key values (User Key 0, User Key 1, User Key 2, and User Key 3)
in the Device Options window of the E-PGM+ encryption tool.

Figure 10. Device Options of E-PGM+ Encryption Tool

Options, 96G148 x

I Enable Code Read Protection | ®

[ Enable Vector-area(0xi0~0xFF) protection
[ ]Enable Code Virite Protection
[]Enable External Reset

[ Enable Spedific Area Write Protection
Select Spedific Area For Write Protection
0x100 ~ 0x03FF
0%100 ~ 0x07FF 1. Users must check this item
0x100 ~ OxDBFF not to leak hex files.
0x100 ~ Ox0FFF
0x100 ~ Ox77FF
0x100 ~ 0x7BFF
0x100 ~ Ox7DFF
0x100 ~ Ox7EFF

2. Each value in this area must
be the same as userKeyO,
userKey1, userKey2, and
userKey3 of user firmware code,
respectively.

UserKey 0 | 2B7E1516 o)
User K.E‘..l' 1 2BAED2AG
IUser Key 2 ABF71588

User Key 3 09CF4F3C

K Cancel
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An example of user-defined keys in the user source code are as follows:

* unsigned char code userKey0[4] = {0x2b, 0x7e, 0x15, 0x16}.
* unsigned char code userKey1[4] = {0x28, Oxae, 0xd2, 0xa6}.
* unsigned char code userKey2[4] = {Oxab, 0xf7, 0x15, 0x88}.

e unsigned char code userKey3[4] = {0x09, 0xcf, Ox4f, Ox3c}.

An example of user-defined keys in the E-PGM+ encryption tool are as follows:
e UserKey 0: 2B7E1516
e User Key 1: 28AED2A6
e User Key 2: ABF71588
e User Key 3: 09CF4F3C

NOTE:
1. Users must be careful not to leak these User Key values to other users or outside!

Figure 11. Tool Options of E-PGM+ Encryption Tool

Tool Options X

[]Enable Slow Interface
Enable Write Data Flash

Config. Serial ID Users can set the Limit Number of Write in
Tool Options window of the E-PGM+
Config. Limit Number Of Wirite || ® encryption tool.

3. Click on this button to set the Limit
* Every device is not supportted. Number of Write.

* If you want it, pleasze contact www.abov.co.kr.

oK Cancel
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Figure 12. Write-Counter of E-PGM+ Encryption Tool

Write Counter -

4. Check the box next to the Limit Number of
Write. Then, set the Write-counter number to

the value that you want.

Limit Mumber Of Write | @

*The valid data is 1 ~ 1,000,000,

Write-counter | 10000| NOTE:

1. It is recommended to set the Limit Number

Cancel of Write not to leak hex files.
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4. How to Use E-PGM+ Encryption Tool M8051 Application Note

4.2

IC Read Information of E-PGM+ Encryption Tool

The E-PGM+ displays the IC Read information when users press the Read button on the E-PGM+.

4.2.1

EPGM+ Display when Code Read Protection is Not Enabled.

Figure 13. E-PGM+ Display when Code Read Protection is Not Enabled

Dev : 96G148
CS : E30A, O : 0000

Devcie Reading..

CS : OxECE6
CS w/o UID : E30A

CS: Checksum value of all flash region

CS w/o UID: Checksum value of all flash region except
encryption region. It can be the same as the original
Checksum of a hex file (CS).

4.2.2 EPGM+ Display when Code Read Protection is Enabled.

Figure 14. E-PGM+ Display when Code Read Protection is Enabled

Dev : 965148
CS : E304A, O :0080

Devcie Reading..

Device is Locked
CS : OxECEE
CS wfo UID : E30A

18
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Revision History

Revision Date Notes
1.00 Jan. 11, 2023 Initial release
1.01 Dec. 2, 2024 Updated the disclaimer.
1.02 May 26, 2025 Added A96T430.
1.03 Nov. 28, 2025 Added A96T448.
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Domestic Sales
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Chungcheongbuk-do, 28126, Korea

Tel: +82-43-219-5200
Fax: +82-43-217-3534
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Tel: +86-755-8287-2205
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ABOV Disclaimer
IMPORTANT NOTICE — PLEASE READ CAREFULLY

ABOV Semiconductor (“ABOV”) reserves the right to make changes, corrections, enhancements, modifications, and
improvements to ABOV products and/or to this document at any time without notice. ABOV DOES NOT GIVE WARRANTIES
AS TO THE ACCURACY OR COMPLETENESS OF THE INFORMATION INCLUDED HEREIN. Purchasers should obtain the
latest relevant information on ABOV products before placing orders. Purchasers are entirely responsible for the choice, selection,
and use of ABOV products and ABOV assumes no liability for application assistance or the design of purchasers’ products. NO
LICENSE, EXPRESS OR IMPLIED, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY ABOV HEREIN. ABOV
DISCLAIMS ALL EXPRESS AND IMPLIED WARRANTIES AND SHALL NOT BE RESPONSIBLE OR LIABLE FOR ANY
INJURIES OR DAMAGES RELATED TO USE OF ABOV PRODUCTS IN SUCH UNAUTHORIZED APPLICATIONS. ABOV and
the ABOV logo are trademarks of ABOV. For additional information about ABOV trademarks, please refer to
https://www.abov.co.kr/en/about/corporate identity.php. All other products or service names are the property of their respective owners.
Information in this document supersedes and replaces the information previously supplied in any former versions of this document.

© 2023 - 2025 ABOV Semiconductor — All rights reserved
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